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Physical Specifications

Dimensions 5.6" (142mm) Tall x 1.6" (41Tmm) Wide x 5.2" (132mm) Deep
Weight 2 Ibs (0.9kg)

Housing Material Powder Coated Steel

Mechanical installation DIN Rail Mount

Electrical Specifications

Input Power 6 to 42 Vdc

Power Consumption @ 12Vdc

No Ethernet: 65mA Average, 75mA Max
With Ethernet: 85mA Average, 95mA Max

Power Consumption @ 24Vdc

No Ethernet: 35mA Average, 43mA Max
With Ethernet: 45mA Average, 53mA Max

Wire Termination

Screw Terminals, 18AWG-22AWG

Clock Clock and RSD Control Registers Maintained For 30 Days Without Power
Environmental

Ambient Operating Temperature -40 to +185°F (-40°C to 85°C)

Humidity 0% — 95% Non-Condensing

Wired Communication Interfaces

2x RS485/RS232

2 Serial Ports. Individually software Configurable For RS485 or RS232. Server
Mode (Client Mode Pending)

1x RJ45

10/100 Ethernet Port with TCP/IP, Modbus TCP, Ethernet/IP (pending)

1x USB-C

USB-C High Speed Interface For Local Configuration With SignalFire Toolkit

Wired Communication Protocols

Modbus RTU

30,000 Tags

2000 Remappable Tags
Mode: Server

Mode: Client

Modbus TCP

30,000 Tags

2000 Remappable Tags
8 Concurrent Clients
Mode: Server

Ethernet/IP Adapter (Pending)

CIP 1/O Connections: 2
CIP Coil / Discrete Assemblies: 2x240
CIP Register Assemblies: 12x248

MQTT/SparkPlug

1000 Tags

200,000 Store/Forward Tag Buffer
Configurable MQTT Brokers (3)
TLS Encryption 1.2

Wireless Communication Interface

SignalFire 900MHz Star/Mesh
Network

Radio Power: 500mW

Antenna: External, Omnidirectional

Frequency Band: 902MHz — 928MHz

ISM License Free, Compliant With FCC Part 15 And Industry Canada
Up To 3 Mile Range (Depends on SignalFire Node Type & Condition)

Antenna

Antenna

RP-SMA Antenna connector
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Wireless Communication Protocol

SignalFire

Mode: Start/Mesh Self Organizing and Self Healing
Nodes: 240 (Depends On Update Rate Interval Of Each Node)
Remote Configuration Of Nodes Using Over-The-Air Technology

Security

128 Bit AES Encryption, Pre-shared Key
Frequency Hopping
Replay Prevention

Local Automation

Remote Shutdown Logic

Configurable With Up To 128 rules

Networking

Modbus TCP Connections

8 Modbus Concurrent Clients

Web Admin Interface

Configurable Login Credentials and Enable/Disable Control Setting

MQTT/SparkPlug

Configurable Broker (3) with TLS 1.2 Security

IP

Static or DHCP

Network Time

NTP Sync

1/0 Expansion Modules

SignalFire Analog/Relay Output
Module

Up to 2 Modules. Each Module Has 8 Analog Outputs and 2 Relay Outputs

SignalFire Digital Output Relay
Module

Up to 2 Modules. Each Module Has 12 Digital Outputs

Approvals

Hazardous Locations (pending)

Class 1 Division 2
Certified, Groups A, B, C, D, Temperature Code T5
Certified to CSA C22.2 No. 213:2017, Conforms to UL 121201:2017

ISM Band

Compliant with FCC Part 15, IC (Industry Canada)
Contains FCC ID: W8V-SFTS500, IC: 8373A-SFTS500
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The PATRIoT Gateway is a versatile hub that connects wireless and wired devices into SCADA, cloud, and monitoring
systems with ease. Supporting Modbus TCP, EtherNet/IP, and MQTT/SparkPlug, it seamlessly integrates data from
SignalFire’s 900 MHz wireless nodes, Modbus devices, and field 1/0 modules for a flexible, cost-effective solution. With
ultra-low power consumption, large-scale tag support, and secure cloud-ready connectivity, the PATRIOT delivers reliable
performance in even the most remote applications. Whether you need to shorten cable runs, enable local automation, or
scale to thousands of devices, the PATRIoT Gateway provides a powerful platform to modernize and simplify industrial

monitoring.
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FEATURES

e Integrates wireless + wired signals into SCADA, cloud, or remote systems

e Publishes to MQTT/SparkPlug with no licensing required

e Supports SignalFire Cloud for turnkey monitoring and control

e Ultra-low power consumption (<50mA) for solar-friendly installations

e large-scale deployment capabilities with up to 30,000 Modbus tags

e Remote shutdown logic with 128 configurable rules for automation

e Optional expansion modules for analog, relay and digital outputs

e Modbus-RTU Client mode for polling wired Modbus devices and 10 Modules
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PATRIoT Gateway Connections

The PATRIOT Gateway has 4 pluggable terminal blocks. They provide power, serial communication and I/O. The
connections are as follows:

Terminal Name Connection @ StnaLrire
6-42VDC + Positive Power (6 to 42 VDQ) L +

642 Vg
6-42VDC - Power Ground

The PATRIOT Gateway has local I/O connections on the 6-position pluggable terminal block. The connections
are as follows, left to right:

Terminal Name Connection
GND Digital Input Ground
DI2 Digital Input 2
DI1 Digital Input 1
GND Digital Output Ground
DO2 Digital Output 2
DO1 Digital Output 2

Two Serial ports are available on 4-position pluggable terminal block for each port. The connections are as
follows, left to right:

Terminal Name Connection
GND Ground
B - RS485 B Terminal
A+ /TX RS485 A Terminal / RS232 TX
RX RS232 RX
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IN ouT Port 1 Port 2

RS232 / RS485 RS232 / RS485

A USB-C port is available for local connection to the SignalFire Toolkit for configuration and diagnostics.

An ethernet port is available for access from a remote terminal for Toolkit configuration and Modbus-TCP
commands.

The PATRIoT Gateway has an RP-SMA connection for use with an external 900MHz antenna, purchased from
SignalFire or separately. Contact your local SignalFire sales rep for antenna options.

Status LED
The PATRIOT Gateway has a Status LED that blinks as follows:

STATUS LED Description
Slow Flash (3 second pause) System is running and has one or more nodes on network
Fast Flash (0.5 second pause) System is running but no nodes found on network
Solid On System Fault needs service or rescue bootloader

Smart Button

The button on the front of the PATRIoT Gateway supports the following functions.

Reboot — While running, press and hold the button for 10 seconds to reboot the Gateway

Force Bootloader — With power removed from the Gateway, press and hold while applying power. Release
button after Gateway powers on. The bootloader allows for firmware update recovery.

Reset to factory defaults - With power removed from the Gateway, press and hold while applying power,
continue to hold the button for 30-seconds.
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The PATRIoT Gateway is designed to support all remote 900MHz SignalFire nodes, making all remote sensor
data available in Modbus format. This functionality allows for seamless integration and communication
between various remote sensors and the central gateway.

Data Retrieval

The register data from remote sensor nodes can be accessed by requesting the remote node’s Modbus ID and
register address from that node’s register map. The gateway will respond with the most recent copy of the
data from the remote node. This ensures that the data is up-to-date and accurate, providing reliable
information for monitoring and control purposes.

Data Timeout

To maintain data integrity and ensure that outdated information is not used, the gateway will automatically
time-out data from a remote node if it stops receiving data from that node. This feature helps in identifying
and troubleshooting communication issues with remote nodes, ensuring that only valid and current data is
used in the system.
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PATRIOTGW — - - =

Wireless Comms

900 = SignalFire 900MHz

Expansion Module

N = None
8A02DO = Output Module with 8 Analog + 2 Digital Outs,
DIN Mount (pending)

12DO = Output Module with 12 Relay Output — Sinking or
Sourcing, DIN Mount (pending)
MIOM = Multi Input/Output Module. 8 Analog, 6

Digital inputs, 4 Relay Outputs.

Subscription

N = None

SF1288TD1 = 128 tags. 60 seconds min, 1-yr plan
SF128STD3 = 128 tags. 60 seconds min, 3-yr plan
SF128Fastl = 128 tags. 15 seconds min, 1-yr plan
SF128Fast3 = 128 tags. 15 seconds min, 3-yr plan
SF256S8TD1 = 256 tags. 60 seconds min, 1-yr plan
SF2568TD3 = 256 tags. 60 seconds min, 3-yr plan
SF256Fast1 = 256 tags. 15 seconds min, 1-yr plan
SF256Fast3 = 256 tags. 15 seconds min, 3-yr plan

Antenna

N = No Antenna

EXT = Panel Mounted RPSMA Antenna with 1m cable
ANT-WP-RPSMA-20 = Remote Mount Antenna, 20ft RG58 cable, RP-SMA Connector
ANT-WP-N-20 = Remote Mount Antenna, 20ft RGS8 cable, N-Male Connector

Bulkhead Kit Included
ANT-WP-RPSMA-30 = Remote Mount Antenna, 30ft cable, RP-SMA Connector
ANT-WP-N-30 = Remote Mount Antenna, 30ft cable, N-Male Connector,
Bulkhead Kit Included
ANT-WP-RPSMA-50 = Remote Mount Antenna, S50ft RG58 cable, RP-SMA Connector
ANT-WP-N-50 Remote Mount Antenna, S0Oft RGS58 cable, N-Male Connector,
Bulkhead Kit Included
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The PATRIOT Gateway can be configured in one of three ways, via the ToolKit over the USB-C connection, via
the ToolKit over the Ethernet connection, or all basic settings are available from a web browser using the
Ethernet connection. Advanced features such as register remapping, Remote Shutdown configuration and
MQTT/Sparkplug mapping must be done using the ToolKit software.

Default Settings

The default IP and user credentials are below.

IP Address: 192.168.1.100

Host Name: PATRIoT-"MAC ADDRESS”
Modbus TCP Port: 502

SignalFire Toolkit Port: 10002

File Transfer port 10003

Web Config Username: admin

Web Config Password: signalfire

The SignalFire ToolKit port is user configurable, but the File transfer port will always be one higher than the
configured ToolKit port. For example, if you change your ToolKit port to 1000, 1001 would be used as the file
transfer port. Please make sure both ports are applied to any port forwards your network may require for full
remote ToolKit capability.
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1.1 Using the SignalFire Toolkit

The SignalFire Toolkit application can be downloaded at
. After installation, launch the software and the main toolkit window will open:

i SignalFire Development Toolkit v2.3.6.10 - X

File Options Updates Tools Help
Auto-Detect Device

() Show Al

PATRIoT SN# PGODDOO7 (COME) S i G N A L

Select COM Port to Auto-Detect
= oo reTEE — WIRELESS TELEMETRY —
Auto-Detect Device on COM Port .
Customer Login: None

Select Device

| PATRIOT Gateway | | Open Device Window

Tech Support: support@signal-fire.com or (978)-212-2868 ext. 2

Figure 1

USB-C Connection

After connecting the USB-C cable, select the PATRIoT Gateway in the drop-down list and click “Auto-Detect
Device on COM Port.” This will open the Gateway configuration window, where all settings can be configured.

Ethernet ToolKit Connection

To connect to the PATRIOT Gateway with the ToolKit over the Ethernet connection, first ensure that your PC is
connected to the same network as the Gateway and is configured for the same IP address space. Then select
the “"PATRIOT Gateway” from the Select Device drop down list and click Open Device Window. Select “TCP”,
enter the IP address of the Gateway and click Open.

File Options  Settings  Teools  Help
TCP Connection

|m.1.m.213 »
TCP Connection Closed
Open Offline

(O Use © TCP Clear [P Clear ALL IPs
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1.2 Web Browser Configuration

The final method of configurating the Gateway is via the PATRIoT's built-in web configuration application. This
allows users to set basic settings, view the Gateway status, download log files and update firmware without the
need for any special software. To access the web configuration page, enter the IP address of the PATRIoT
Gateway in your web browser.

Note your browser may show a security warning, click “Advanced” and click proceed to connect to the Gateway

A

Your connection is not private

Attackers might be trying to steal your information from 10.1.10.213 (for example,
passwords, messages, or credit cards). Learn more about this warning

MET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome’s highest level of security

Advanced Back to safety
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1.3 Web and ToolKit Dashboard Overview

Upon logging into the PATRIoOT Gateway web interface, the Dashboard provides a high-level summary of
system and network status. This information is also available on the left side of the ToolKit window

System Status:

- Firmware Version: displays the firmware version of the PATRIoT

- System Time: Displays the current UTC time (e.g., 2025-07-29 15:44:52 UTC)

- System Uptime: Shows how long the system has been running since the last reboot

Network Status:

- Network Interface: Indicates whether the device is using a static IP or DHCP
- MAC Address: Unique hardware identifier

- Hostname: Device hostname

- IP Address: Current IP address

- Subnet Mask: Network mask

- Default Gateway: Router IP

Radio Status:

- Detected: Indicates if a radio module is detected

- Firmware: Displays radio firmware version (if available)

- Connected Nodes: Number of connected radio nodes

- Packets Per Minute: Number of Packets per minute received by the remote nodes, should be less than 60

Quick View:

This section provides a snapshot of key /0O and communication statuses:

- DHCP, NTP, MQTT: Show whether these services are active

- Radio Detected: Indicates radio module presence

- Port1, Port2, DIN1, DIN2, DOUT1, DOUT2: Status of digital and serial ports

1.4 PATRIoT Gateway and Firmware updates

Firmware updates for both the PATRIoOT Gateway and the built-in radio can be performed over the
USB Port using the SignalFire Toolkit.

Gateway Firmware update steps
1. Open the SignalFire Toolkit application.
Connect to the PATRIoT with the USB port and open the PATRIoT Gateway Window
Go to the Update menu and select Update PATRIOT Firmware.
The latest gateway firmware file will be selected by default.
Click Start Upgrade.

vk W
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E 5.‘['.‘.:'!'_!’.‘!-_1. R SignalFire Telemetry PATRIOT Gateway | admin &
] Dashboard

Status Quick View
® Radio Nodes
System Status DHCP:
M Radio Settings Firmware: v0.0.21 NTP: &
& Info Time: 2025-07-29 15:44:52 UTC | MQTT: &
: g Systemn Uptime: 21:08:34 Radio Detected: &
¢@ Network Settings
MNetwork Status Port 1: &
/. :
[Z' Senial Ports MNetwork Interface: Static Port 2: @
L3 MaQTT MAC Address: 40:A6:30:00:00:0F DIN 1:
str o PATRIoT- 63 JOf :
® Sparkp|ug Hostname: ATRIoT-40a63d00000 DIN 2.
B IP Address: 10.1.10.215 DOouUT 1:
gl i Subnet Mask; 255.255,255.0 DOUT 2:
L. Modbus TCP Default Gateway: 10.1.10.1
5 Logs Radio Status
X Detected: Detected @
& User Settings
Firmware: 2.50
iy
@ Support Connected Nodes: 6
Packets Per Minute: 9

Refresh [}

The Radio Nodes tab provides a real-time view of all connected wireless nodes and their operational status.
This is essential for monitoring signal strength, battery health, and firmware versions.

2.1 Table Columns Explained

Column Description

Modbus ID Unique identifier for each node on the Modbus network.

Node Type Type of device (e.g., A2 HART, A2 Analog, WIOM, Flow Totalizer).
Node Name User-defined or default name for the node.

Received Signal Strength Indicator. Higher (less negative) values indicate

RSSI (dBm) better signal.
Battery Voltage (V) Current battery voltage of the node.
Check-in Interval (min) How often the node checks in with the gateway.

Time-to-live values showing how long the node remains active before

TTL (min): Current/Max. ..
timing out.

Mainboard Firmware Firmware version of the node’s mainboard.

Firmware version of the radio module. “(sleeping)” indicates the node is in
Radio Firmware low-power mode and will not act a repeater for other nodes. Devices not
marked as sleeping will automatically act as repeater nodes in the network
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- SIGNAL® 17 SignalFire Telemetry PATRIoT Gateway | admin 2

2 Dashboard
@ Radio Nodes
Medbus 1D Node Type e Name 351 (dBm) tery Voltage (V) Checkn Interval : Mainboard adio Firmy
» Radio Settings odbus 10 lode Typ Node Name RSS! (B Battery Voltag hecin Interval rﬂ::::v Radio hrmware
& info 5 A2 HART A2HART - 3643 60 " 092 252 {sleeping)
22 A A2Analog? 1447 147 0 3 50 {sleeping
& Network Settings A2 Analog A2Analog? 83 3447 &0 052 250 {sleeping)
8 WIOM Mini-A WIOM-Mini 55 11653 60 g 0.04 252
7 Serial Ports
14 Flow Totalizer V2 FlowTotal 3400 60 wr 118 2.51 {sleeping)
O mart
200 WIOM WIOM200 11.672 60 g 024 252
< sparkplu
L g 236 Sent ME Sent236 3287 60 1T 058 2.51 {sleeping)
= 1o

I, Modbus TCP
& Logs
L User Semtings

& Support

When connected via the ToolKit, you can view the register data by double clicking on any of the connected

remote nodes.
Radic Nodes  Radio Settings  Info Network Serial Ports  MOQTT  SparkPlug /O Modbus TCP Bluetooth

Double-click a Row to View Registers [] Auto Refresh Refresh List
Battery . . a .

Modbus RSSI Checkin TTL {min): Mainboard Radio ]
1D Mode Type Node Name (dBm) Vo[l;;ge Interval Current/Max Firmware Firmware Configure

A2 HART AHART BN s6i3 | 1min 0.92 252 (sleeping) 0

7 | A2Analeg A2AnalogT L8 34 | 1min 0.92 2.50 (sleeping) O

8 WIOM Mini-A& | WIOM-Mini DS 11659 | 1min 0.4 252 0

14 |Flow Totalizer V2 | FlowTotal B 3205 | 1min 1.18 251 (sleeping) 0

200 |wiom WIOM200 B 11672 | 1min 0.24 252 O

236 |SentMB Sent236 s 328 | 1min 0.68 251 (sleeping) O

If one or more remote nodes are configured with the correct network settings, they will send their data
to the gateway. Clicking Refresh List will populate the list with all connected remote nodes. The
gateway displays the node type, node name (if it has been set), RSSI signal strength, check-in interval,
the Time-To-Live (TTL), and the node’s radio and main firmware versions.

The RSSI and TTL values are color coded (Green, yellow, orange, red) to indicate relative link quality of a node.
The 'TTL Current’ indicates the number of minutes remaining until the node is timed out of the gateway if no
updates are received. The 'TTL Max' indicates the maximum TTL for that node and is equal to the node’s
check-in interval times 5 plus 2. The ‘TTL Current’ will reset to the ‘TTL Max’ each time an update is received
from that node. The ‘TTL Current’ will decrease once a minute.
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Double clicking on one of the nodes in the list will bring up additional detail including the register data from
the remote node.

Remote Node Configuration

i [RegisterView] Modbus Device 17 = (] x
Node Type Tit Scout - Thief Hatch
Node Name My Thief17 e
Modbus ID: 17
Node Address: 50001
Battery Voltage (V): 3.052V
RSS! (dBm): -68 dBm
Route 17-(-68dBm )->GW
[ Auto Refresh
Data Type Pegitae Register Ve Description =
16bt UINT 3000 0 Hatch is Closed
160t UINT 3001 1 Hatch is Unlatched
160t UINT ~ | 3002 0 Hatch is Open
16bit UINT ~ | 3003 1 Hatch State
160 UINT v | 3004 7% Open State Count
16bit UINT ~ | 3005 0 Low Battery
16t UINT v | 3006 0 Eror Status
32t FLOAT | v |3007 12.2761 Angle (degrees)
3t FLOAT 3008
16bit UINT ~ | 65523 0 Low Battery Alam
16t UINT v | 65524 0 Mainboard FW Version Major
16bt UINT | 65525 84 Mainboard FW Version Minor
16t UINT v | 65526 130 Radio FW Version Major
16t UINT ~ | 65527 51 Radio FW Version Minor ~
[] Display Address in HEX [[] Display Value in HEX

The SignalFire Gateway allows configuration changes to be made to any of the connected SignalFire remote

nodes wirelessly.

To start a remote configuration session with a remote node, select the checkbox next to the node to configure.

i Way

File  Options Settings Updates Tools Help
USB Connection
PATRIoT SN# PGO000OT (COMS) Radio Modes Radio Settings  Info MNetwork  Serial Ports  MOTT  Sparkplug /O Medbus TCP - Bluetooth
Hsf Soanee —dnpBhe Double-click a Row to View Registers [C] Auto Refresh Refresh List
Close
Modbus RSSI Battery = Checkin TTL (min) Mainboard Radic .
D Node Type Bller Mlaimie (dBm) W] Interval Current/Mazx Firmware Firmware onhgiEE
Firmware v0.1.0
Date/Time (UTC) 09/04/2025 18:02:59
System Uptime 7 days, 22:58:13
Supply Voltage (V) 8.935
Network Status
Metwork Interface 1 (Ethernet)
MAC Address 40:A6:3D:00:00:68
Hostname PATRIoT-40a63d000068
IP Address 10.1.10.213
Subnet Mask 255.255.255.0
Default Gateway 10.1.101
Radio Status
Detected D ed
Firmware 2.52
Connected Nodes o
Packets Per Minute Unknown

Remote Configuration

Refresh Status

Device is Ready
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If the device has a non-sleeping radio the remote configuration session will be ready immediately. If it is a
sleeping device, you must wait for the node to either check-in or send a "beacon” so that it can be commanded
into configuration mode. The Sentinel nodes send a beacon every two and a half minutes, while all other
sleeping nodes send a beacon every five and a half minutes. When the device has entered a remote
configuration session you will see a message indicating the device is ready. Click Configure to open the
configuration window

Make any necessary changes and click the Apply All Settings button to save the changes. When
finished with the configuration, close the configuration window and then click the End button in the
Gateway window to end the session. The session will also automatically time-out after 15 minutes of
inactivity and the Node will resume normal operation.

i Edit Configuration = O X
Additional Settings  Installers  HART Sensor Advanced Configuration
Node Type: Remote Sensor Configuration HART Configuration
Sentinel HART™ Scan for HART Device
Tx Rx
Start PACTware
Set | Polling Address v | to v
Force Device to Checkin to Gateway Start Rosemount Radar Master
P
Curment Configuration Refresh Srsees FONT Sensor power must be ON.
Mainboard Version 064 | General HART Alams
Radio Version 251 Checkin Interval |15seconds ~ | | Set Alam Thresholds
R 7 1
adio Address 7010 Slave ID 00 | Set [] Alamn Threshoid High T
Corporate ID 843 Node Name [Vega81 | [set =
Radio Network 3 [[] Alam Threshold Low T
Radio Network Group 0 Radio Mode | Repeater e Set Alam Settings
Checkin Interval 15 seconds e et Fisceal
Slave ID 100 Sensor A On Time (sec)
Node Name Vega81 Set
%
Radio Mode Repeater SO ey 10
Sensor A On Time (sec) Always On Set
S P Modi ALWAYSON
Nensan G‘v:’ s: :j Disabled Sensor Power Mode | HIGH || Set If *Sensor Always On'is enabled, HART
O 0m TTNam s Marual Sensor Power Contral [lAiweys device is sampled once per second and wil
Alam High Threshold  Disabled checkin at the Alam Interval when Alam
HART Alam Interval Checkin Interval Thresholds are exceeded.
HART Alam Source PV
New Battery Life Estimate
Use Solar or DC power. (High power draw with Sensor
Always On and Repeater radio results in reduced solar
capacity. Use only when absolutely necessary )
Success

Example Remote Configuration Window

Further information on how to remotely configure a HART device through the ToolKit using PACTware can be
found in the "Remote HART Sensor Configuration Manual”.

Remote Modbus Sticks and Sentinel-Modbus (nhon-sleeping radio only) Nodes

Remote nodes, that have been pre-configured, forward their set of registers to the Modbus gateway on a pre-
defined schedule (1 minute to 5 minutes is typical). The register data is then buffered in the gateway and is
available to be read by the RTU at any time.

If a Modbus request is received by the gateway for a Modbus ID and address for which buffered data does not
exist, but the Modbus ID is known, the Modbus request will be forwarded to the remote Modbus node over the
SignalFire network. The response is returned to the RTU.
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If a request for multiple registers is issued by the RTU, and if the gateway does not have all registered
data buffered, an exception will be returned. The system will not combine buffered and transparent data
within a single Modbus response.

The Radio Settings page allows you to configure the wireless communication parameters of the PATRIoT
Gateway's internal radio module. This is essential for ensuring secure and reliable communication with remote
nodes.

3.1 Radio Status

This section provides a quick overview of the radio module’s current state:
¢ Radio Module: Indicates whether the radio hardware is detected

e Firmware Version: Displays the current firmware version of the radio
e Node Address: Unique identifier for the radio node (e.g., 98787)
3.2 Device Settings

These settings define how the radio communicates within the network:

Setting Description

Network Configures the Radio Network Setting

Network Group Configures the Radio Network Group Setting
Encryption Key Security key used to encrypt radio communications

Hide Encryption Key [Toggle to hide the encryption key and make it unreadable

Corporate ID For legacy systems not using encryption

Erase and Reset Radio

Toggle to factory reset the radio settings
to Defaults 99 y 9

+ Note: Always ensure the Radio Network, Radio Network Group and Encryption key is consistent across all
devices in the same network to maintain secure communication.
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3.3 Save Changes

After making any modifications, click the Save button at the bottom right to apply the new settings.
‘ SiGNAL7 o E SignalFire Telemetry PATRIOT Gateway | admin &

33 Dashboard

| ‘
¥ Radio Nodes
9 Rado s Radio Module: @ Detected
N Radio Settings Firmware Version: 2,50
| {8 Info Node Address: 98787
|
¢ Network Settings Device Settings
N
4 Serial Ports Network: 0
I marT Network Group: 0
< Sparkplug Encryption: ()
= 1/0 Encryption Key: PATRIOTQA
2, Modbus TCP Hide Encryption Key:
B Logs Corporate ID: 0
2 User Settings Erase and Reset Radio to Defaults:
@ Support
Radio Settings
Metwork 0 >
Metwork Group 0 -
Encryption ]
Encryption Key PATRIoTQA
Hide Encryption Key O

0
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The Info tab provides detailed diagnostics, configuration options, and maintenance tools for the PATRIoT
Gateway. It is divided into five key sections:

4.1 Device Status

This section displays real-time system metrics and firmware details
4.2 Device Actions

These buttons allow you to manage firmware and restart the device:
1. Reboot Device — Immediately restarts the gateway.

2. Upload Firmware to Gateway — Allows manual firmware upload from a local file.

3. Download Firmware From Update Server — Automatically fetches the latest firmware from the
SignalFire update server.

From the SignalFire ToolKit these options are in the Updates and Tools menu.

4.3 Device Settings

Customize the gateway'’s identity and communication ID:
o Device Name: Editable field (default: SignalFire PATRIOT Gateway)

e Gateway Modbus ID (241-255): Numeric input (e.g., 247)

o Erase Name & Modbus and Set to Defaults: Toggle switch to reset these fields to factory defaults.

4.4 Clock Setting

Manually adjust the system clock:
e Current Date and Time: Editable fields (e.g., 07/29/2025 08:34 PM)

e Save Button: Applies the new time settings.

4.5 Reset to Factory Defaults

To perform a full factory reset:
1. Type the phrase: Factory Reset Erase Everything

2. Click the Confirm Reset button

From the SignalFire ToolKit this option is in the Tools menu.

1. Warning: This action will erase all configuration data and restore the gateway to its original factory state.
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- SIGNAL Ik loT Gateway | admin 2 m
(22 Dashboard : s
i Badio Seiat  PGOM 015 | Tim 44:53 UT Reboot <
5 Radio %
2 Network Settings “
' Serial Ports Lact Rakiait
marT Powered
¢ Sparkplug ;
chets §
* Modbus TCP Clock Setting Reset To Factory Defaults
B Legs nal-ire (] Type Fa R £ b t then click 1
£ User Settings -
® Support Contirm Reset [5)
Device Status Clock Status
Serial PGOO0O15 Time 07/30/202515:03:20
FW Version v0.0.21 Clock Source NTP
Build Date 2025-07-25T18:53:26Z Clock Last Set At 07/29/202518:36:33
Uptime 1day, 20:27:01 Clock Last Set 20:26:47
Supply Voltage (V) 24.207 lock .
Last Reboot 7/28/2025 6:36:24 PM g oc S;tt'"g T e
Powered On Time 1dav, 20:35:59 urrent Date and Time (24 hr format)
Last Power Up 7/28/2025 6:27:21 PM (e 30 lul§ 202501502519

Packets Per Minute

10 (Ideal Max of 60)

Set to PC
Device Settings

Gateway Mame SignalFire PATRIoT Gateway

Gateway Modbus ID 247 -

Set to Defaults Refresh

The Network Settings tab allows you to configure Ethernet connectivity, DNS, NTP synchronization, and web
access for the PATRIOT Gateway.

5.1 Network Status

This section displays the current state of the Ethernet interface
5.2 Network Time Protocol (NTP) Status

This section displays the current state of the Time server
5.3 Web Status

e Web Enabled: Indicates that the web interface is currently active.
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5.4 Editable Network Settings

Setting Description

Enable Networking | Toggle to activate/deactivate the Ethernet network interface

DHCP Toggle to enable dynamic IP assignment

Static IP Address |Manually assigned IP

Subnet Mask Network mask

Gateway Address |Router IP

DNS Server 1 & 2

Primary and secondary DNS servers

SignalFire Telemetry

‘ - SIGNAL® Sgncikee
o Shosrel Network Status @ Fctwork time peotoool INTF) Status. vien Status:
= = as1vic | wes s
| :'-'M!. MAL A e g - N
b7 Nelwurk Setlings T 7'
MG 1
|| g Addoona T
Madb =
o Netwo Settings Wetwort time protoco! (NTP) Lettings Web Settings.
— © oo © - ©
@ Support y v TP S s 3 o Lerau
atc 1P Add .
D - ' [ Seve ]
==
=3
Network Status Network Time Protocol (NTP) Status Web Interface
Metwork State Up Time 07/320/2025 15:03:20 Web Interface State Running
MNetwork Interface 1 (Ethernet) Last NTP Sync 20:26:47 Enable Web Interface (HTTPS) -]
MAC Address 40:A6:3D:00:00:0F Last MTP Sync at 07/29/2025 18:36:33
Hostname PATRIoT-40a63d00000f Next MTP Sync 3:33:05
IP Address 10.1.10.215 Next MTP Sync at 07/30/2025 18:36:26
Subnet Mask 255.255.255.0 T I .
Default Gateway 101101 Network Time Protoco (NTgSettmgs
Address Type Static FabIE NEE Simc
DNS Server 1 10.203111 NTP Server 1 us.pool.ntp.org
DNS Server 2 10.200.1.21  NTP Server2
Sync Interval 24
Network Settings S Ty
Enable Metworking yie o
Enable DHCP O
IP Address 10.1.10.213
Subnet Mask 255.255.255.0
Default Gateway 10.1.10a
DMS Server 1 10.203.1.1
DNS Server 2 10.200.1.21
Set to Defaults Refresh




The Serial Ports tab allows you to configure the communication parameters for the gateway's physical serial
interfaces. These settings are essential for integrating with Modbus RTU devices or other serial-based
equipment.

6.1 Port 1 and Port 2 Configuration

Setting Description
Enable Toggle switch to activate Port
Mode Electrical interface type (e.g., RS485, RS232, RS485 with termination resistor)

Protocol Communication Protocol (e.g., Modbus RTU Server, Modbus RTU Client)

Baud Rate |Transmission speed (e.g., 9600 bps)

UART Mode |Data format (e.g., 8N7 = 8 data bits, No parity, 1 stop bit)

Tip: Ensure that the baud rate and UART mode match the settings of the connected Modbus devices to
avoid communication errors.

6.2 Reset and Save Options
o Erase Port Settings and Set to Defaults: Toggle switch to restore factory defaults for both ports.

e Save Button: Applies all changes made to the serial port configurations.

&7 Dashboard
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Port 1 Modbus RTU Client Polling

Enabled ] Mame Modbus I Address  Type Value
Mode R5485 ~ Operation Mode 2 1100 Holding Register (03) 1
Protocol Modbus RTU Client - SET Pump On Time 2 1101 Holding Register (03) 0
Baud Rate 9600 H Set Pump On Interval 2 1102 Holding Register (03) 0
UART Mode aN1 = Mastler‘-folume 2 1103 Hnld?ng Regfster 03 0
Set Timebase 2 1104 Holding Register (03) 2
RTU Server Response Delay (ms) 0 Error Status Bits 2 1105 Holding Register (03] 32
Purmp On Time (sec™10) 2 1106 Holding Register (03) 0
Show Port 1 Debug Pump On Interval 2 1107 Holding Register (03) 0
Temperature 2 1108 Holding Register (03) 0
Park 2 Analeg Input Scaled 2 e Holding Register (03)  -34.750000
Enabled & Supply Voltage 2 9995  Holding Register (03) 12103
Mode RS232 =
Protocol Modbus RTU Server -
Baud Rate 9600 ¥
UART Mode 8N1 i
RTU Server Response Delay (ms) 0

Polling Interval (ms) 5000
Show Port 2 Debug

Request Delay (ms) 0 Run Modbus RTU Client Polling
Response Timeout (ms) 1000 View/Edit Modbus RTU Client Polling List
Set to Defaults Refresh

6.3 Modbus RTU Server Mode

Modbus-RTU Server mode is the default mode for the serial ports. In this Mode the registers in the Gateway
can be polled from the attached host device (PLC, RTU, SCADA). The registers can be polled from the Modbus
ID of each attached remote device (wireless or wired), or the register remapping feature can be used to remap
the internal devices to the common Gateway Modbus ID. The PATRIoT supports both ports being used in
Modbus Server Mode simultaneously allowing two different systems to poll the data at the same time.

6.4 Modbus RTU Client Mode

Modbus-RTU Client Mode can be enabled on one of the two serial ports to allow the PATRIoT Gateway to poll
wired Modbus devices. These devices can be any field device that supports Modbus-RTU or the SignalFire
MIOM module to I/O expansion.

Polling Interval (ms): This sets the rate that the PATRIoT will run the configured Modbus polling list
Request Delay (ms): This is the delay time between each Modbus poll
Response Timeout (ms): This sets the Modbus Timeout on each poll
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To configure the Modbus polling click on the “View/Edit Modbus RTU Client Polling List”

; Mame Medbus 1D Address | Register Type | Datatype | Value |
L a1 z 1100 [ Holding Register (.. - | UINTIG =1
2 SET Purmp On Time 2 1m Holding Register (... = UINT16 - |0
3 .Set Pump On Interval "Z .'I'ID?_ .Holdmg Reélster Ko B . UINT6 - .D
| 4 | Master Volume 2 1103 Holding Register (... = | UINT16 -0
| 5 ;.SetTlmebase :Z 1104 | Holding Register (... = UINT16 = :2
| 6 | Error Status Bits 2 1105 Holding Register (... = UINT16 - |32
7 :Pump On Time (sec™10) "Z .'I'IDE .Holdmg Reélster s B . UINT18 - .D
g ”Pump On Interval .Z 1107 Holding Register {... = . UINT16 - :D
g “Temperature :Z 1108 | Holding Register (... = UINT16 = E[Il
10 :Analog Input Scaled 2 1116 Holding Register (... = FLOAT - [-34.744278
| 1 .Suppl)r\u’o.ltage "Z .9995 .Holdmg Reélster Ko B . UINT6 - :'IE'IDE
12 [ . Holding Register {... = . UINT16 - |
n | ' | Holding Register (.~ | UINT16 =
14 | Holding Register (... = UINT16 -
5| [ ' Holding Register (.. = | UINT16 =
5 | | Holding Regicter{ = | LINT1R =
Address Picker Modbus Addresses use Zero Based Addressing (Ex. Holding Register 40001 is entered as 0)
Clear Map Import CSV | | Export CSV Refresh Write

In this table fill out Register Name, Modbus ID, Register Address, Register Type and Datatype for each register
to poll.

The Address Picker will allow you to quickly configure Modbus Polling for the SignalFire MIOM, 101, and ModQ
Modbus devices.

Note that care must be taken to ensure that each Modbus ID polled is unique to the PATRIoT Gateway and
does not overlap with any wireless devices also connected to the Gateway.

6.5 Output Module Mode

The PATRIoT Gateway supports the SignalFire Analog/Relay Output module (8AO2DO) and the Digital Output
Module (12DO). To use the output modules, select “Output Module” for one of the serial ports, only one of the
two serial ports can be configured in Output Module Mode at a time.

Wiring is as follows:

PATRIoT Gateway Serial Port Output Module
A/TX ORANGE

GND BLACK

The Analog outputs can be configured from the “Analog Output Modules” in the settings menu on the ToolKit,
while the relay and digital outputs can be controlled using the Gateway's RSD Logic. See the respective output
module manual for additional details.
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The MQTT tab allows you to configure how the PATRIOT Gateway communicates with MQTT brokers for
telemetry data transmission. This includes connection status, broker settings, and security options.

7.1 MQTT Status (Left Panel)

Field Description

State Indicates current connection status (e.g., CONNECTED)
Broker Hostname DNS name of the connected broker

Broker Address IP address or URL of the broker

TLS Encryption Whether Transport Layer Security is enabled

TLS Certificate Certificate used for secure communication

QoS (Quality of Service) | Level of message delivery assurance

Keepalive Interval Time interval (in seconds) to maintain connection with broker

7.2 MQTT Client Enable Settings (Right Panel)

You can configure up to three MQTT brokers. The PATRIoT will only connect to one broker at a time, but if the
connection is lost it will move to the next broker in the list in a round-robin fashion.
Each broker has the following fields:

Setting Description

Hostname Broker's DNS name or IP address

Port Communication port (typically 1883 for non-TLS, 8883 for TLS)
Client ID Unique identifier for the gateway on the broker

QoS Message delivery level (0, 1)

Keepalive Interval | Time in seconds to keep the connection alive

TLS Level Security level for encrypted communication
Security Tag Optional tag for managing certificates or credentials
Username Username for the MQTT connection

Password Password for the MQTT connection

7.3 Reset and Save Options
o Erase and Reset MQTT to Defaults: Restores all MQTT settings to factory defaults.

e Save Button: Applies all changes made to the MQTT configuration.

+ Tip: Always verify TLS and certificate settings when connecting to secure brokers to ensure encrypted data
transmission.
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SignalFire Telemetry PATRIOT Gateway | admin 2

B osovu
£ Dashboard
MQTT Status. Lleing
9 Radiaines State: ONNECTED | MQTT Client Enable: ()
M Radio Settings State Elapsed 194658 | proker1
& Info Broker Hostname: mosaquittosignal-firecloud | o e e
. Broker Address: 18.223.231.28
&? Network Settings Port: 8883
TLS Encryption (v1.2) Enabled Verify CA and Hostn
[ Serial Ports TLS Centificate: Factory Certificate 2 | Client ID: PGo0001E
& mart Quality of Service (QoS): 1| QoS: 1 v
<7 Sparkplug KeepaRTE i 30| Keepalive 20
= /o TLS Level: Disabled v
&, Modbus TCP TLS Security Tag: Factory Certificate 2 v
S Logs Username:
& User Settings Enter a New Password:
& support Broker 2
Hostname:
Port: 8883
Client ID: PG000015
QoS: 1 v
Keepalive: 30
TLS Level: Disabled A
TLS Security Tag: Factory Certificate 1 v
Username:
Enter a New Password:
Broker 3
Hostname:
Port: 8883
Client ID: PG000015
Qos: 1 v
Keepalive: 30
TLS Level: Disabled v
TLS Security Tag: Factory Certificate 1 v
Username:
Enter a New Password:
Erase and Reset MQTT to Defaults:
Figure 2
MQTT Status MQTT Settings (con't)
MOTT State Connected (1 day, 19:05:24)  Broker 2 Address . 8883
Broker Hostname maosquitto.signal-fire.cloud Username PGO00OTS
Broker Address 18.223.231.28:8883
TLS Encryption (v12) Enabled, Verify CA and Hostname " 255Word
TLS Certificate Factory Certificate 2~ Client ID PGO00015
Quality of Service (QoS) 1- At least once Keepalive (mriss)  0:30 QoS 1- Atleastonce -
Keepalive (mm:ss) 0:30 TLS Settings
TLS Encryption Enabled, Verify CA and Hostname -
MQTT Settings TLS Certificate Factory Certificate 1 -
MOTT Client © Enable () Disable Broker 3 Addrecs
Cloud Service () SignalFire Cloud @ Custom Username PGOOOOTS
Broker 1 Address  maosquitto.signal-fire.cloud : 8883 Password
Username PG00001S Client ID PG000015
Password .
) Keepalive (mm:ss)  0:30 Qo5 1- Atleastonce -
Client ID PG000O15 TLS Settings
Ki li : 0:30 - - .
eepalive (mm:ss) Qo5 1- Atleast once TLS Encryption Enabled, Verify CA and Hostname @
TLS Settings . .
TLS Certificate Factory Certificate 1 -
TLS Encrypticn Enabled, Verify CA and Hostname -
TLS Certificate Factory Certificate 2 - Manage TLS Certificates
Set to Defaults Refresh
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The Sparkplug tab is used to configure the gateway's behavior when publishing telemetry data using the
Sparkplug B protocol over MQTT. This is particularly useful for integration with SCADA systems and lloT
platforms like Ignition.

8.1 Sparkplug Status

Field Description

Server State Indicates the current connection status (e.g., ONLINE)
Server State Elapsed Duration the server has been online

Server Host ID Identifier of the MQTT broker or host

Namespace Sparkplug namespace (e.g., spBv1.0)

Group ID Logical group for Sparkplug messages

Edge Node ID Unique ID for this gateway (e.g., PGO00015)
Birth/Death Sequence Sequence number for lifecycle events

Publish Sequence Sequence number for data messages

Report Count Number of published message

8.2 Sparkplug Settings

Setting Description
Group ID Logical group name for Sparkplug messages
Edge Node ID Unique identifier for the gateway (e.g., PGO00015)

Require Primary Host ONLINE to Publish | Toggle to restrict publishing unless the primary host is online (enabled)

Primary Host ID List Optional list of host IDs that must be online before publishing

Report Interval (Sec) Frequency of data publishing in seconds (e.g., 300)

Erase and Reset Sparkplug to Defaults: Toggle to restore default Sparkplug settings
8.3 Save Changes

Click the Save button to apply any changes made to the Sparkplug configuration.
[ Tip: Ensure the Group ID and Edge Node ID are unique within your Sparkplug network to avoid data
collisions.
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Bl sowae SignalFire Telemetry PATRIOT Gateway | admin 2, [N}
) Dashboard

SparkPlug Status
© Radio Nodes
Server State: ONLINE
3 Radio Settings Server State Elapsed: 19:46:59
& Info Server Host ID: node-red
Namespace SpBU1.0
& Network Settings " i
Group ID: patriot
7
¥ Serial Ports Edge Node ID: PGO0001S
[=RVieiny Birth/Death Sequence 7
<) Sy Publish Sequence: 8
- Report Count: 1640
= /o
& Modbus TCP SECIEE
S Logs Group ID: patriot
4 User Settings Edge Node ID: PGO0001S
® support Require Primary Host ONLINE to Publish: [ @)

Primary Host ID List:
Report Interval (Seck: | 300

Erase and Reset Sparkplug to Defaults:

8.4 Reported Metrics

The ToolKit also displays a list of the reported Sparkplug metrics if configured.

SparkPlug Status Reported Metrics
Server State Online (1 day, 19:05:24)
Server Host ID node-red
Namespace spBvl.0
Group ID patriot
Edge Node ID PGOOO015
Birth/Death Sequence 7
Publish Sequence 20
Report Count 1920

SparkPlug Settings
Group ID patriot He
Edge Node ID  PGOOOO15 He
Require Primary Host ONLIME to Publish ] He

Primary Host |D List
Report Interval (Sec) 300

Sparkplug MOTT Topic & Payload Specification Rev 3.0.0

Open Sparkplug Map

Update Reported Metrics

Set to Defaults Refresh
8.5 Configuring SparkPlug Using SignalFire Toolkit
Creating a Sparkplug Map in PATRIoT Gateway
The PATRIoT gateway can publish all measurements using the MQTT/SparkPlug standard. In order to publish to
MQTT the connection to the MQTT broker must be established, and all data to publish must be added to the

Sparkplug map.

The following steps are necessary to publish the measurements, also known as MQTT Tags.
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Configure MQTT
Settings

This step is to setup the gateway to publish the data to an MQTT Broker. The MQTT Broker is
hosted by SignalFire when using the SignalFire Cloud and it is already setup in the PATRIoT
gateway. A subscription to the SignalFire Cloud is necessary. Contact SignalFire to obtain a
subscription

When using a different broker, it is necessary to setup the gateway’s MQTT communication
settings so that the PATRIoT can successfully connect to the MQTT Broker.

Configure
SparkPlug Settings

This step is to setup the Node Name as it will appear to a Broker and a Subscriber. It is also to
setup how often the data is sent to the broker (Report Interval).

When using a broker other than SignalFire’s, additional setup is necessary for the GroupID and
EdgeNodelD. The SparkPlug specification contains information on how to use the GroupID and
EdgeNodelD.

Create A List Of
Tags To Be
Published

This is the step to associate the PATRIoT's measurements or output signals with corresponding
SparkPlug Tags. Using the SignalFire Toolkit Software, the tags are created using the Address
Picker. When connecting to a broker, these tags will be published for a subscriber to use.
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Step 1: Access the Sparkplug Section
Open the PATRIOT Gateway window.

Click on the Sparkplug section to begin the
configuration.

w13
031672025 152438 UTC
2365

Ers

Bt
404630000016
PRIRGT-400830200016
216080177
2552552520
192368501

Ramots Confguration

Step 2: Configure the PATRIoT Gateway
Name

Change the Node name of the PATRIoT
Gateway.

This name will be presented to the MQTT
Sparkplug host.

404630000016
PATRIOT-406630000010
216060177
2552552520
12168501

Setto Detauts

Ut Reporied Sparketug Mevcs

Setmh

Step 3: Set the Report Interval
Adjust the report interval for how often
MQTT tags will be published to the
Sparkplug-ready host.

o982 1BMSTUTC
2w
P

e
404630002015
PATRIOT-400630000010
216060117
2552552520
12168581

Setto Detauts

Ut Reporied Sparketug Meoves

Setmh

Step 4: Create the Sparkplug Map
You can use a CSV file to create the list of
Sparkplug Tags. Click on EXPORT CSV to get
a template to use. Then fill in the Template
and import into the table by clicking IMPORT
CSV.

or
Click on the Address Picker to open the table
that displays the tags generated from
Modbus IDs and addresses available at the
Gateway. From there you can select the
Modbus IDs and associated tags. See Step 5.

Addbre Pcknr

ClowMap

Sevesn St

SignalFire Telemetry




Step 5: Use the Address Picker
Click on the address picker to view all
available Modbus IDs connected to the

5 Updstes Took Help

Radio Node: Radio Settings Info

Sparkplug Status
Server State

Network  Sesial Ports MQIT ~ Sperkplug /0

Modbus KP

Oniline (3:52:40)
prod-ignition!
80

PATRIOT Gateway. e
Defout Geteway a
s
; s
a ey >
Address Picker Modbus Addresses use Zero Based Addressing (Ex. Holding Register 40001 i entered az 0) Update Current Vabues. -
Clear Map Import CSV  Export CSV Refresh Wite [ Metrics.
Refresh Status o Defaults
Step 6: Select a Modbus ID T x
H H US| Select Device: |-+~ SignalFire Products --~ Modbus 10s: BT Sparkphg ey
Click on a Modbus ID to view relevant » v w=es o Tk
Modbus tags associated with it.
syl ijE % Pool_Ph
Fir () 27 Sandro PATRIOT gW
Daf Ty =
. E
K 3
m 3
L Re.
- Re.
L Re
O ::
Ray Re.
L R
Firt =
o 3
5
.
Modbus Addresses use Zero Based Addresing (Ex. Holding Register 40001 is entered as0)  Update Cument Values
Clear Map Import CSV | | Export CSV. Refresh Write | Metric:
Refresh State St to Defauks
Step 7: Choose Modbus Registers o
. US| Select Device: | Flow Totalizer w/LCD Modbus 10s: [10 T Sk e
Select one or more Modbus registers of . prori vees W Tk
Interest.
M 1 1
Click 'Apply' to add them as MQTT tags. =
; [ 100 unTe = -
a 1103 FLOAT
Ne Re.
e a 1105 FLOAT E
o 110 FLOAT A
Hal a 1109 FLOAT k
» o FLOAT ke
a "3 FLOAT
- || z
" 5] 2000 FLOAT NE Stoms
2': g Re. UINTIE
T 1" HoldingRe.. ~ UINTI6
s Holdngta- SUNTE
Modbus Addresses use Zero Based Addressing (Ex. Hoding Register 40001 s entered 450)  Update Cument Values
Clear Map Import CSV | Export CSV. Refresh Write {Metric:
[P Setto Defaukts
-
Step 8: Write the New Map
Radio Nodes Radio Settings Info  Network SerialPorts MQIT Sperkplug /O Modbus TP

Modify the Tag Name as needed. The
default Tag Name will be the Modbus
Registers Name for SignalFire Devices. Note
that the forward slash can be used to
organize the tags in folders on the MQTT
host.

Click 'Write' to save the new map to the
PATRIOT Gateway.

The row will be colored Yellow for pending
changes.

Verify that the current value of the Modbus
register appears as an MQTT tag value.

Metrcs|

L Sparkplug Status
Serve State Onlne (35339)
Server Host D prod-igniont .
Namespace V10 | PoolTemp/RID TempC 28015680 Float
System status - o x
09620 o
System Uptime 1007
Supply VoRage () o
Network Status %o
Network interace e
MAC Address f |5 Poofiow/Todsys Fow.. 10 o7
Hostname L
1P Address :
Subnet Mask
Detault Gateway b
s
Radio Status e
e
n
2
"
1
5
Addvess Picker | Modbus Addresses use Zero Sased Adh
Cless Map
Refesh St
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Step 9: Enter Units for MQTT Tags
Registers added from SignalFire nodes will

File Options Settings Updates Tools Help

USB Connection

USB Connected on COM3

Racho Nodes ~Radio Settings  Info

Sparkplug Status

Netwok Serial Ports MGTT  Sparkplug /O

Reported Metrics

Modbus TCP

have the default units already filled in. For ooe s sl |y _
data coming from Modbus devices, type in Sytem stas - o ¥
the units for each MQTT tag in the Sytem Upime T ecltene € 3 Vo Reldnghe. TR0 Pl ‘
Supply Voltage (V) PooiTemp/RTD Temp 0... 3 1008 MHolding Re.. INTIE & 019F
H Network Stat 3 FiterPres/Sentinel P51 .. |5 3001 Holding Re.. =  LINTIG -3 it
designated column. oo N S T
. \ . . . . MAC Address 404 Poolflow/Today's Flow... | 10 1107 Holding Re.
Click 'Write' again to save the units. o : eaareiy
Do e 3 Holding Re.. = UINTIS
CI:::\:}NMH 12 Holding Re... + UINTIE
Address Picker Maodbus Addresses use Zero Based Addressing (Ex. Holding Register 40001 is entered a5 0) | Update Current Values
Ciear Map. Import CSV | Export CSV Refresh Write Metrics.
Retresh Status
Step 10: Finalize the Sparkplug Map e
Review the Sparkplug map to ensure all aome RadioNodes RackoSetings nlo  Nework SeilPors MQTT SPipha VO Modbus P
parkplug map S e
. . USB Connected on COM3 Server State Online (3:54:24) Report Count
Modbus registers from various Modbus IDs = seies b | gy
are correctly added. T s st
Supply Voltage V) 2 PoolTemp/RTD Termp. Holding Re.. = | INTIE 01 0F
MAC o ol s 0] Holding Re... ~
Hosname P .
Subnet Mask e
Default Gateway i o
Radio Status Holding Bac. 1+
Connected Nodes. Heldog Re.. 38
Packets Per Minute n Holding Re... ~
Address Picker Modbus Addresses use Zero Based Addressing (Ex. Holding Register 40001 is entered as 0) Update Cusrent Values:
CleacMap importCSV | | ExportCSV Retresh Metes
Set 1o Defaults.

Refresh Status
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The 1/0 tab provides real-time status monitoring and manual control of the gateway's digital input and output
channels. This is useful for diagnostics, remote control, and integration with external devices.

9.1 I/0 Status
This panel displays the current state of each digital input and output:

Channel Status
DIN1 Open
DIN2 Open
DOUT1 Open
DOUT2 Open

9.2 I/0 Settings

This panel allows manual control of the digital outputs:

Output Control
DOUT1 Toggle switch (currently OFF)
DOUT2 Toggle switch (currently OFF)

Save Button: Applies any changes made to the output states.

E SIGNALTIRE SignalFire Telemetry PATRIOT Gateway | admin &
= Dashboard
1/0 Status
© Radio Nodes
DINT: Open
A Radio Settings DINZ: open
3 Info DOUTH: Open
& Network Settings pourz Open
f Serial Ports 1/0 Settings
(3 MQTT DOUT?
<« Sparkplug DOUT2
= 1/0 =
2, Modbus TCP
© Logs
& User Settings
@ Support
I/O Status
DM Open
DIM 2 Open
DouUT 1 Open
DouT 2 Open
I/O Settings
DOoOUTA () Closed © Open
DouT 2 () Closed © Open
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9.3 I/0 Wiring
Digital Inputs

The digital outputs may be connected to the PATRIoT's DINT and DIN2 terminals as shown in the

following diagrams:

O GND O GND O GND
O INPUT O INPUT O INPUT
R ! ...... ; : Voltage Pulse i
Dry Contact Connection Open Collector Connection Voltage Pulse Connection

Digital Outputs

The PATRIoT Gateway has two local open collector outputs. These can be controlled like any
other digital output using the RSD logic table or writing to registers on the Gateway (see
register table). They can also be toggled manually using the 1/0 Tab.

The open collector outputs can control a relay when wired as shown below.

DIN GW v2

Digital Output
1 Amp, 30V Max

Supply Voltage

g >

Com

— NC

[ §

NO

1

Note: The digital outputs on the gateway have built in protection
and can drive relays and inductive loads directly.
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The Modbus TCP tab allows you to monitor and configure the gateway’s Modbus TCP server, which enables

communication with SCADA systems and other Modbus-compatible clients over Ethernet.

10.1 Modbus TCP Status

This panel

provides real-time metrics on server activity:

Metric

Description

Server State

Indicates if the Modbus TCP server is active (e.g., Running)

Active Connections

Number of currently connected clients (e.g., 0)

Total Connections

Total number of connections since startup

Total Closed

Number of connections that were closed normally

Total Dropped

Number of connections dropped due to errors or timeouts

Total PDU In

Protocol Data Units received

Total PDU Out

Protocol Data Units sent

Total PDU Exception

Number of Modbus exception responses sent

Total PDU Error

Number of Modbus error responses

Total PDU Dropped

Number of PDUs dropped due to errors or timeouts

10.2 Modbus TCP Settings

Setting

Description

Server Enabled

Toggle to activate or deactivate the Modbus TCP server

Default Port

Standard Modbus TCP port (always available if Modbus-TCB is
enabled)

Additional Port

Optional secondary Modbus-TCP port

Response Timeout (ms) Time to wait for a response before timing out

10.3 Reset and Save Options

e Erase and Reset Modbus TCP to Defaults: Checkbox to restore factory settings.
e Save Button: Applies all changes made to the Modbus TCP configuration.
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E SIGNALT IEE SignalFire Telemetry PATRIoT Gateway | admin &

2 Dashboard
Modbus TCP Status

@ Radio Nodes
Server State:

M Radio Settings Active Connections: o
& Info Total Connections: o
P Total Closed: o
& Network Settings
Total Dropped: o
7 Serial Ports Total Pdu In: 0
3 mart Total Pdu Out: 0
7 sparkplug Total Pdu Exeeption: [
Total Pdu Error: o
= /0 Total Pdu Dropped: o
2, Modbus TCP
= Modbus TCP Settings
5 Logs
Server Enabled:
& User Settings D
Default Port: 502
@ Support
Additional Port: [}
Response Timeout: 5000
Erase and Reset Modbus TCP to Defaults:

Modbus TCP Status
Server State Running
Active Connections
Total Connections
Total Closed

Total Dropped
Total Pdu In

Total Pdu Out
Total Pdu Exception
Total Pdu Error
Total Pdu Dropped

2 0 0 Q O 0 O 0 90

Modbus TCP Settings

Server Enabled [ ]
Default Port 502
Additional Port 0
Response Timeout (ms) 5000

Show Modbus TCP Debug

The Logs tab provides access to diagnostic and operational logs that are essential for troubleshooting, system
auditing, and performance analysis. From the ToolKit logs are available from the Tools menu.

11.1 Log Categories

Log Type Description

Captures system-level events such as reboots, configuration
Event Logs

changes, and alerts.
Node Logs Records activity and communication from connected radio nodes.
System Log File Contains detailed system diagnostics and runtime information.
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Each category includes a link to:
o Download Most Recent [Log Type] — Retrieves the latest log file for offline review.

11.2 Individual Log Access

Below the main categories, there are links to open specific logs directly in the browser
- SIGNAL® Signalfire Telemetry PATRIOT Gateway | sdimir

& Dashboard

- B8

Log Files.
© Radio Nodes :

R Radio Settings

& Info Node Log

11.3 Accessing Logs from the ToolKit

The PATRIOT Gateway keeps an internal log of events that can be useful for troubleshooting.

The event log can be viewed from the gateway window of the ToolKit from the Tools Menu. The gateway log
events such as reboots, remote nodes joining/timing out, local RSD control events, remote configuration
sessions, firmware updates, and more.

The Node Statistics tab shows information reported every four hours from Sentinels, Scouts, and Flow Totalizers
to the Gateway.

Saving the Gateway Log

There is a 'Email Logs To Tech Support’ button in the upper right hand corner of the log file window. It will
automatically save all the log entries, statistics and open a window to email SignalFire support with the files
attached using your default email client. Alternatively, you can save the log to a file to share with SignalFire
Tech Support.
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The User Settings tab allows administrators to manage account security by updating the login password for
the web interface.
In the ToolKit the password setting is in the Settings menu.

12.1 Change Password

To update your password:
1. Enter Your Current Password — Required to authorize the change.
2. New Password — Enter your desired new password.
3. Confirm New Password — Re-enter the new password to confirm.
4. Save Button - Click to apply the password change.

n SIGNALTIT SignalFine Telemetry PATRIoT Gateway | admin & m
L Dashboard

@ Radio Nodes

& Radio Settings

2 Info

& Network Settings
L& Serial Ports
0 MatT

< Sparkplug

=4

2, Modbus TCP

5 Logs

& User Settings

‘B Support
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The SignalFire Gateway supports Internal Logic Control capability which enables the

Gateway to control output relays on any SignalFire device with Digital Outputs including the RSD stick, WIOM,
WIOM-Mini, Gateway Output modules and the Gateway's built in DO’s. The PATRIoT Gateway supports a
maximum of 128 logic rules for remote shutdown.

The PATRIOT Gateway receives data from multiple remote nodes. It can use the data from those remote nodes
to set the relay output on one or more remote relays. An example of the topology is shown in the following

figure:
Sentinel 1
TANK 1
Sentinel 2
RSD Stick
TANK 2 1
GATEWAY —
Sentinel 3 /
TANK 3

i
|

Pump, motor, or

E Sentinel 4 other control via
rela
TANK 4 ¥
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13.1 RSD Configuration

From the Gateway configuration window within the SignalFire Toolkit, go to the Settings menu and select
Remote Shutdown Settings. This will open the RSD configuration window.

Source Value

The 'Source Value' section is used to select the source register for the logic rule.

W el @ W s W P

- o

e

Modbus ID — The Modbus ID of the source node.

Modbus
o} Register Address

1l 2005

Source Value

Mode Mame  Register Type
AIHART1 Holding ...
Helding ...

Helding ...

Helding ...

Helding ...

Helding ...

Helding ...

Helding ...

Helding ...

Helding ...

Helding ...

Helding ...

E T T T (T (O T T A T R

Datatype
FLOAT
UINT16
UINT16
UINT16
UINT16
UINT16
UINT16
UINT16
UINT16
UINT16
UINT16
UINT16

LT T T T T A T T T A T O B

Current Register
Value

88.45174

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Register Address — Enter the register address for the data to use for the logic, or manually enter the Address

Picker to automatically populate.

Node Name — This will be populated with the configured Node Name

Register Type — The correct register data type will be automatically selected if the Address Picker is used, if the
address is manually entered select the correct data type here.

Current Register Value — Displays the value of the selected source data register. Clicking the Update button

will refresh this value after the table has been saved to the Gateway
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13.2 Relay Control Logic

The 'Relay Control Logic’ section is used to set the trigger thresholds for the selected source data register.

Relay Control Logic

System
Run System (De-energize Number
(Energize Relay) Relay) of
when... Value when... Value Readings

W

Greaterthan Less than v

Greaterthan lessthan v v

lessthan v

Greaterthan v

Greaterthan v lessthan v

—_— b W

Greaterthan v Lessthan |v
Lessthan v
Lessthan v
Lessthan
Lessthan v

lessthan v

Greaterthan v
Greaterthan v
| Greaterthan v
Greaterthan v

Greaterthan

bauaaaaabai

|00 |00 00|00

| ok | b | ok § = | =

Greaterthan lessthan v

Run System (Energize Relay) — Select the logic operand to use for the “energize” logic evaluation.

Value — The value that the relay will be energized. Note that the energized state is the normal “operating” state
of the relay.

Shutdown System (De-Energize Relay) — The logic operand to use for the “de-energize” logic evaluation. This
will automatically be the opposite of the selection for the energize case. Note that the de-energized state is the
SAFE state of the relay.

Value — The value that the relay will be de-energized. Note that the de-energize state is the “safe” state of the
relay.

Number of Readings — This field contains the number of check-in packets that must be received in a row that
are above (or below) the logic threshold for the de-energize condition. This is useful so that a single (possibly a
glitch) reading does not cause a shut-down. The default is 1T where each check-in will cause the rule to be
evaluated and acted on. A single reading that satisfies the run system (energize) condition will cause the relay
to energize.
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13.3 Destination Relay

Destination Relay

Relay Cument Relay State
Modbus 1D Channel [readonly)

:
= Unknown
w | Unknown
~ | Unknown
~ | Unknown
Unknown
~ | Unknown
~ | Unknown
~ | Unknown
I® Unknown

» | Unknown

blo|lo|o|e ccccci

e et =t [t 2=

Modbus ID — The Modbus ID of the remote relay node (RSD Stick, WIOM Module Etc.) or the Modbus ID of the
Gateway (default 247) for the local digital outputs or attached Gateway output modules.

Relay Channel — Select the relay or digital output channel to switch

Current Relay State — Shows the last value of the relay or digital output as reported to the gateway. Clicking
the Update button will refresh this value.

After filling out the table click Write to PATRIOT to store the setting in the Gateway.

Relay Pulse

Destination relays can be configured to pulse instead of being permanently energized or de-energized. To do
so, in the Relay Channel drop-down menu, select the same relay but in “(Pulse)” mode. Specify whether to
pulse during run or shutdown, and specify the pulse duration.

Destination Relay Relay Pulse
Pulse Pulse
Modbus Relay Curment Relay Relay Time
D Channel State (readonly) on... (sec)
10 (=T AR De-energized Run |v|3
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13.4 RSD Table Example

Line 1 has been configured with a source data node as a Sentinel-Analog with the loop current (in pA) as the
selected register. The relay will energize when the loop current is above 9000pA (9mA) and de-energize when
the loop current is below 8000pA (8mA). Note that this configuration has a T000pA (1mA) hysteresis factor.

i Remote Shutdown Settings &5 (] X

Remote Shutdown settings with the same Destination Relay will ALL need to meet the Run System (Energize) condition in order to run the system

Source Value Relay Control Logic Destination Relay
Run System Shutdown System Mumber
Madbus Current Register (Energize Relay) (De-energize Relay) of Madbus Current Relay State
D Register Address Mode Name Register Type Datatype Value when.., Value when.., Value Readings D Relay Channel (readonly)
T .BE 3001 .SentBB [ Holding R... = |UINT16 = .10791 I Greater Than - .901}1} ] Less Than - . [ 1 - .247 [ 1 - .Energ\zed
| 7 1003 A2Analog7 Holding R.. ~ |BITPOSO -0 Equal To = Equal To - M 1 - 247 Z! ~ | Energized
3 .239 4005 ISEntBB . | Holding R... ~ | FLOAT - :E?‘HBEE | Greater Than - |25 Less Than - |35 1 - :247 | 3 - .Energ\.zed
PR FET 3012 [sent237 [HoldingR.. - |BITPOSD  «|0 | Equal To -0 ' Equal To - 1 - |2a7 [1 + |Energized
5 | | | Holding R... = |UINT16 = iUnkann | Greater Than = | Less Than - 1 z| | 1 - :Unknuwn
6 Holding R... ~ |UINT16 = | Unknown Greater Than - Less Than - 1 - 1 + |Unknown
[ Heolding R... ~ |UINT16 = | Unknown Greater Than - Less Than - 1 - 1 = |Unknown
8 | Holding R... v. UINT16 - .Unknown | Greater Than - | | Less Than - 1 - | 1 - .Unknown
9 | Holding R... ~ UINT16 - | Unknown Greater Than - Less Than - 1 - |1 « |Unknown
10 Holding R.. ~ |UINT16 - | Unknown Greater Than - Less Than - 1 - 1 - |Unknown
11 Holding R.. + |UINT16 * |Unknown Greater Than - Less Than - 1 - 1 ~ | Unknown
12 | | | Holding R... v. UINT16 - .Unknown | Greater Than - | | Less Than - 1 - | 1 - .Unknown
Leldina D LIKIT1E TS Craztar Th | ace Th 1 1 Lk,

Address Picker | [ RSD Enabled (] Failsafe Enabled - Missing Device or Register results in Relay being De-energized

Clear |_J Latch De-energize - Requires RTU to Re-energize Relay via Modbus Coil Write Save to File Load from File Read PATRIoT Write to PATRIoT

In this example all 4 source nodes are assigned to the same destination Modbus ID and relay channel so the
following statement applies:

If more than one rule is assigned to the same destination RSD Stick and relay channel, then all
the rules must meet the energize condition for the remote relay to be energized. In other
words, the RSD table logic is a Boolean AND.

Alternatively, this means that if any one of the four source node’s logic results in the “de-
energize” condition being true the relay will be de-energized (safe).

13.5 RSD Event log

The RSD events will be stored in the gateway internal event log which can be read using the ToolKit.
Additionally, a basic RSD event log containing the last 5 RSD events is available to be read via Modbus from
registers 7000-7024. See the Modbus register map for details. The Modbus event log it not maintained
through gateway resets.
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13.6 Additional RSD Options

There are three check boxes for additional logic options.

B RSDEnabled [ ] Failsafe Enabled - Missing Device or Register results in Relay being De-energized

[] Latch De-energize - Requires RTU to Re-energize Relay via Modbus Coil Write

RSD Enabled - For the RSD logic to run, the RSD Enabled check box must be selected. Unselect this box to
pause/stop the RSD logic from running.

Failsafe Enabled - If this option is selected all rules must have valid data for the relay to be energized. If one or
more of the nodes times-out or does not exist the relay will be de-energized.

If this option is not selected, then a node that is not installed or fails to check in will be ignored and the relay
will be energized using logic only from the units that are active.

Latch De-Energized - If this option is selected the rules may only de-energize the relay. For the relay to be
energized again a Modbus write from a PLC to the gateway for the destination RSD stick relay must occur. This
is useful if manual intervention is required before the relay is energized after an event. In the example above, a
Modbus coil write to Modbus ID 5 relay channel 1 (which is register 1) is required to energize the relay. See the
RSD Stick manual for a detailed register map. If this option is selected, the relay(s) will be forced de-energized
when the RSD settings are saved to the gateway, requiring a PLC write to the relay to energize the relay and
enter the run state.

The “Normal” state of the relay or digital output is the un-energized state and this state should be used to
set the controlled system (pump, motor,...) in the “safe” or “off” state. In the un-energized state the relay
COM will be connected to the relay NC terminal. The device should be wired so that when the relay is in this
state the system is running. When energized (shut down state) the relay COM will be connected to the NO
terminal
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The PATRIoT Gateway v2 has 1/0O capability built into it locally, with 2 digital inputs, and 2 digital
outputs. The state of these inputs and outputs can be viewed by clicking on the I/0 tab in the ToolKit.

14.1 Digital Inputs

The Gateway has 2 digital inputs, sharing a GND terminal. Digital outputs may be connected to the Gateway as
shown in the following diagrams:

5 GND O~ GND
O INPUT  jmememdemee ' O INPUT

Voltage Pulse

Dry Contact Connection Open Collector Connection Voltage Pulse Connection

14.2 Digital Outputs

The PATRIoT Gateway has two local open collector. These can be controlled either like any other digital
output using the RSD logic table seen above, by writing to registers on the Gateway.

The open collector output can control a relay when wired as shown below.

Supply Voltage
PATRIOT
Gateway coMm
Digital Output l: g | _“8
1 Amp, 30V Max -9

1

Note: The digital outputs on the gateway have built in protection
and can drive relays and inductive loads directly.
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The PATRIOT gateway allows any of the remote register data to be remapped to a single block of registers
available at the Gateway's Modbus ID (default is 247). This is useful for collecting a subset of register data from
multiple nodes and making it readable in a single block of registers. Up to 2000 registers can be remapped to
the gateway’s Modbus ID starting at register 5000.

To configure the remapping, first select Modbus Register Remapping from the Settings dropdown menu.

i Modbus Register Remapping = ] X

iz::;ifd Modbus D Address Register Type Data Type Mode Mame Register Value Description I
' | 5000 [s 2005 [ Holding Register... = | FLOAT - | A2HARTS 3728006 [HART1:Primary Varia...
: 5001 B | 2006 | Holding Register.. - | FLOAT = ' ' '
[ 5002 [101 1112 Holding Register... ~ | UINTI6 - WIOM1D1 0 | Digitallnput1 State
. | 5003 |235 3001 Holding Register... + | UINT15 - |sent235 4936 |Sensor A Current (uh) |
5004 101 65531 Holding Register... = | INT16 - | wiomion 45 RSS! (dBm)
| 5005 102 65531 Holding Register... = | INT16 - | wiom102 4 RSS! (dBm)
(5006 101 65532 Holding Register... ~ | UINT16 - | Wiom101 1a72 | Supply Voltage (mv)
.SDD? 102 65532 Holding Register... -~ | UINT16 v:WIOMWE 12018 _Supply\:’oltage(m\f]
> 5008 Holding Register... | UINT16 = 0 [
5009 Holding Register... = | UINT1& = ]
5010 ' Holding Register... ~ | UINT16 = 0
lSD‘H | Holding Register... - | UINT16 = | 0
[s012 ' Holding Register... | UINTI6 = 0
[5013 Holding Register... = | UINTI6 = 0
5014 ' Holding Register... = | UINT16 | 0

Display Fail Mode

|_| Remap All Registers to Data Type Float (] Shiow Recter Addiee i HEX © Fsil with High Value

Address Picker [ Show Register Values in HEX ) Fail with Low Value
N :
Read From GW Write to GW Clear Table R
() Fail with Last Value (else Low)
Import File Export File File Template

Enter the remote Modbus ID and register address to map to each gateway register and click Write to GW to
remap the register(s).

The Data Type, Node Name, Register Value, and Description fields will automatically be filled in by the
gateway once the mapping is written to the gateway.

The ToolKit also supports an Address Picker feature; this will allow you to select from a list of connected nodes
or select any SignalFire Node type from the drop down. Then you can simply select the registers you want to
add to the remap table by clicking on them and entering the starting address to add them.

In the example below, the user has selected a Wireless-IO Module at Modbus ID 101. Then you can simply
select the registers you want to add to the remap table, and enter the address in the table to insert them (5008
in this case), then clock apply. These registers will automatically be added to the remap table.
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i Address Picker = (m] X

Select Device:  Wireless-10 Module ~ Medbus IDs: 101
Select Modbus 1D Mode Mame
] 10 WIOM101 |
O 102 Wiom102
|
Select Description Address Datatype
O AnalogQutput] (uA) 1108 UINT16
O AnalogOutput? (ud) 1109 UINT16
O AnalogQOutput3 (uA) 1110 UINT16 |
O AnalogOutputd (ud) 111 UINT16
a Digitallnput1 State 112 UINT18
a Digitallnput? State 1113 UINT16
O Relay? State 1114 UINT16
O Relay2 State 1115 UINT16
a Analoglnputl Scaled 1116 FLOAT
a Analeglnput2 Scaled 1118 FLOAT
a Analoglnput3 Scaled 1120 FLOAT
I :rsloginpuid Scaled 122 FLOAT
|
Add Starting at Address: 5008 Apply I

15.1 Use Data Type Floats

The Gateway's Modbus Register Remapping provides an option to remap all registers to 32-bit floats.
This allows the user to enter a register and its data type knowing that it will be read from the gateway via
Modbus as two 16-bit registers.

To use the floating-point remapping, select the 'Remap All Registers Data Type Float’ check box in the
lower right of the remap window. This will erase the current register remap in the Gateway; the user will be
asked to confirm this action before proceeding.

For each even numbered register address in the remap table, enter the Modbus ID, Register Address, and select
the data type. The data types are provided in a pull-down list. Click Write to GW to remap the register(s).

The Node Name, Register Value, and Description fields will automatically be filled in by the gateway once the
mapping is written to the gateway.

15.2 Fail Mode

If the gateway does not have data for a remapped value it will respond with OxFFFF, or 0x0000 for the
register request, this is configurable globally with the Fail Mode settings.
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i Modbus Register Remapping - O X
Refresh

?deg\rzgged Modbus ID 233::; Data Type Node Name Register Value Description 2
5026 21 65532 | 16bit UINT v 65535 Battery Voltage (mV)
5027 21 65531 16bit INT v -1 . RSS! (dBm)
5028 5 65532 | 160t UINT ~ | HATCH klval Battery Voltage (mV)
5029 5 65531 ‘ 16bit INT v |HATCH 68 RSS! (dBm)

»  ENE 3002 | 160k UINT v 65535
5031 21 3006 16bit UINT N 65535
5032 21 3008 16bit UINT v 65535
5033 21 3009 16bit UINT v 65535
5034 5 3003 | 16bit UINT ~ | HATCH 1 Hatch State
5035 5 3007 | 320 FLOAT | HATCH 558374 | Angle (degrees)
50% 5 3008 320t FLOAT ~ | HATCH '
5037 ‘ 5 65532 | 16bit UINT v | HATCH 73421 Battery Voltage (mV)
5038 5 65531 | 16bit INT ~ | HATCH 68 RSSI (dBm) o

[C] Remap All Registers to Data Type Float Display Fail Mode

[[] Show Register Addresses in HEX @) Fail with High Value
Read From GW Write to GW Clear Gateway [[] Show Register Values in HEX
(O Fail with Low Value
Load from File Save to File Clear Table [ Use Extended Modbus ID (2bytes) (O Fail with Last Value (else High)
mpotfromCSV | ExpottoCSV | | CSV Template Set it Lokt Vi e Low)
Remap Gateway Registers using Modbus 1D 247 i

Modbus ID 21 isn't reporting in, fail mode set to "high"

15.3 Import/Export CSV Files

The register map can also be exported or imported from CSV files in a specific format. Exporting the displayed
remap information to a CSV file automatically writes the file in the required format. When creating a CSV file to
import, use the template generated by clicking the ‘CSV Template’ button.

If the 'Use Data Type Float' checkbox is checked, the pre-formatted template will include the exact strings
required for the data type column for easy ‘cut & paste’ operations.
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16.1 PATRIoT Gateway Registers

The SignalFire Modbus Gateway by default is assigned Modbus ID number 247. Only the Gateway
status/configuration and remapped registers are read at this address. All remote node registers are read from
the Modbus ID and register address of the remote node unless Modbus register remapping is used.

Coils
Read coils with Modbus opcode 0x01 (Read Coil). Write coils with Modbus opcode 0x05 (Write Single Coil) or
0x15 (Write Multiple Coils).

Register ~Register Description Function | Register
Address = Number Codes Type
Coils (0xxxx)

0000 00001 Reboot Gateway Coil: Resets the gateway and radio 01,05, 15 | read/write
0001 00002 Reboot Radio Coil: Resets the radio leaving the gateway on 01,05, 15  read/write
0002 00003 Reset Counter Coil: Resets all counters to zero (See Read Only 01,05, 15  read/write

Registers 2026-2031)

0099 00100 Digital Output 1 Coil 01,05, 15 | read/write
0100 00101 Digital Output 2 Coil 01,05, 15  read/write

Discrete Inputs
Read discrete inputs with Modbus opcode 0x02 (Read Discrete Inputs).

Register Register Description Function Register
Address Number Codes Type
Discrete Inputs (1xxxx)

2036 12037 Digital Input 1 State 02 read only
2037 12038 Digital Input 2 State 02 read only

Holding Registers
Read holding registers with Modbus opcode 0x03 (Read Holding Registers) or 0x04 (Read Input Registers).
Write holding registers with Modbus opcode 0x06 (Write Single Register) or 0x16 (Write Multiple Registers).

Register Register Description Function Register
Address Number Codes Type
Holding Registers (4xxxx)

1000 41001 Reboot Gateway: Resets the gateway and radio 03, 04, 06, 16 = read/write
1001 41002 Reboot Radio: Resets the radio leaving the gateway on 03, 04,06, 16 read/write
1002 41003 Reset Counters: Resets all GW status counters to zero (See Read 03, 04, 06, 16  read/write

Only Registers 2026-2031)
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1119
1120

2000
2002
2003
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
2017
2018
2019
2020
2021
2022
2023
2024
2025
2026
2027
2028
2029
2030
2031
2032

2033

2034
2035
2036
2037
2038

41120
41121

42001
42003
42004
42005
42005
42007
42008
42009
42010
42011
42012
42013
42014
42015
42016
42017
42018
42019
42020
42021
42022
42023
42024
42025
42026
42027
42028
42029
42030
42031
42032
42033

42034

42035
42036
42037
42038
42039

Digital Output 1 Pulse Time, seconds
Digital Output 2 Pulse Time, seconds

Gateway Radio Node Address

Gateway Radio Firmware Major Version

Gateway Radio Firmware Minor Version

Gateway Firmware Major Version

Gateway Firmware Minor Version

Gateway Firmware Revision

Number of Modbus Servers in Use

Number of Modbus Registers in Use

SlavelD[15-0]: Bitmask for slave IDs 15-0 (LSB is 0)
SlavelD[31-16]: Bitmask for slave IDs 31-16 (LSBis 16
SlavelD[47-32]: Bitmask for slave IDs 47-32 (LSB is 32
SlavelD[63-48]: Bitmask for slave IDs 63-48 (LSB is 48
SlavelD[79-64]: Bitmask for slave IDs 79-64 (LSB is 64
SlavelD[95-80]: Bitmask for slave IDs 95-80 (LSB is 80)
SlavelD[111-96]: Bitmask for slave IDs 111-96 (LSB is 96)
SlavelD[127-112]: Bitmask for slave IDs 127-112 (LSBis 112)
SlavelD[143-128]: Bitmask for slave IDs 143-128 (LSB is 128)
SlavelD[159-144]: Bitmask for slave IDs 159-144 (LSB is 144)
SlavelD[175-160]: Bitmask for slave IDs 175-160 (LSB is 160)
SlavelD[191-176]: Bitmask for slave IDs 191-176 (LSB is 176)
SlavelD[207-192]: Bitmask for slave IDs 207-192 (LSB is 192)
SlavelD[223-208]: Bitmask for slave IDs 223-208 (LSB is 208)
SlavelD[239-224]: Bitmask for slave IDs 239-224 (LSB is 224)
SlavelD[255-240]: Bitmask for slave IDs 255-240 (LSB is 240)
Supply Voltage: Gateway power supply voltage

—_— — ~— ~—

Radio RX Count: Radio packets received count

Radio TX Count: Radio packets sent count

RS485RX Count: RS-485 messages received count

RS485TX Count: RS-485 messages sent count

RS485 Errors: Total Modbus errors from master and slaves
Modbus Errors: Modbus exceptions from slave nodes
Radio packets received/transmitted per minute. Recommended to
be less than 60

Radio packets per minute alert. 0 if packets/min <= 60, 1 if
packets/min > 60

Digital Output 1 State (0=open, 1=closed)

Digital Output 2 State (0O=open, 1=closed)

Digital Input 1 State (O=open, 1=closed)

Digital Input 2 State (O=open, 1=closed)

Unix Epoch Time (seconds since Janary 1st, 1970)
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03,04, 06, 16
03,04, 06, 16

03, 04
03,04
03, 04
03,04
03, 04
03,04
03,04
03, 04
03,04
03, 04
03,04
03,04
03, 04
03,04
03, 04
03,04
03, 04
03,04
03,04
03, 04
03,04
03,04
03,04
03,04
03, 04
03,04
03, 04
03,04
03, 04
03,04
03,04
03,04

03,04

03,04, 06, 16
03, 04, 06, 16
03,04
03,04
03,04

read/write
read/write

read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only
read only

read only

read/write
read/write
read only
read only
read only




2040 42041 Seconds Since Power On 03,04 read only

2042 42043 Seconds Since Reboot 03,04 read only

2100 42101 Address test register. Always returns 2100 03,04 read only

2101 42102 Address test register. Always returns 2101 03, 04 read only

2102 42103 Address test register. Always returns 2102 03,04 read only

4001 44002 Status of Modbus ID 1:Returns 1 if Modbus Device is present and 0 if | 03, 04 read only
not present

4002 44003 Status of Modbus ID 2:Returns 1 if Modbus Device is present and 0 if 03, 04 read only
not present

03,04 read only

4240 44241 Status of Modbus ID 240:Returns 1 if Modbus Device is presentand 03, 04 read only

0 if not present

16.2 Output Module Registers

When the optional Analog/Relay or 12DO outputs module(s) are attached to the PATRIoT Gateway additional
registers are available to control the outputs.

Coils
Read coils with Modbus opcode 0x01 (Read Coil). Write coils with Modbus opcode 0x05 (Write Single Coil) or
0x15 (Write Multiple Coils).

Register Register Description Function Register
Address Number Codes Type

Coils (0xxxx)

0101 00102 Analog/Relay Module 1 Relay 1 Coil 01, 05, 15 read/write
0102 00103 Analog/Relay Module 1 Relay 2 Coil 01, 05, 15 read/write
0103 00104 Analog/Relay Module 2 Relay 1 Coil 01, 05, 15 read/write
0104 00105 Analog/Relay Module 2 Relay 2 Coil 01, 05, 15 read/write
0131 00132 Digital Output Module 1 Output 1 Coil 01, 05, 15 read/write
0132 00133 Digital Output Module 1 Output 2 Coil 01, 05, 15 read/write
0133 00134 Digital Output Module 1 Output 3 Coil 01, 05, 15 read/write
0134 00135 Digital Output Module 1 Output 4 Coil 01, 05, 15 read/write
0135 00136 Digital Output Module 1 Output 5 Coil 01, 05, 15 read/write
0136 00137 Digital Output Module 1 Output 6 Coil 01, 05, 15 read/write
0137 00138 Digital Output Module 1 Output 7 Coil 01, 05, 15 read/write
0138 00139 Digital Output Module 1 Output 8 Coil 01, 05, 15 read/write
0139 00140 Digital Output Module 1 Output 9 Coil 01, 05, 15 read/write
0140 00141 Digital Output Module 1 Output 10 Coil 01, 05, 15 read/write
0141 00142 Digital Output Module 1 Output 11 Coil 01, 05, 15 read/write
0142 00143 Digital Output Module 1 Output 12 Coil 01, 05, 15 read/write
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0143
0144
0145
0146
0147
0148
0149
0150
0151
0152
0153
0154

Holding Registers

00144
00145
00146
00147
00148
00149
00150
00151
00152
00153
00154
00155

Digital Output Module 2 Output 1 Coil
Digital Output Module 2 Output 2 Coil
Digital Output Module 2 Output 3 Coil
Digital Output Module 2 Output 4 Coil
Digital Output Module 2 Output 5 Coil
Digital Output Module 2 Output 6 Coil
Digital Output Module 2 Output 7 Coil
Digital Output Module 2 Output 8 Coil
Digital Output Module 2 Output 9 Coil
Digital Output Module 2 Output 10 Coil
Digital Output Module 2 Output 11 Coil
Digital Output Module 2 Output 12 Coil

01, 05, 15
01, 05, 15
01, 05, 15
01, 05, 15
01, 05, 15
01, 05, 15
01, 05, 15
01, 05, 15
01, 05, 15
01, 05, 15
01, 05, 15
01, 05, 15

read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write

Read holding registers with Modbus opcode 0x03 (Read Holding Registers) or 0x04 (Read Input Registers).
Write holding registers with Modbus opcode 0x06 (Write Single Register) or 0x16 (Write Multiple Registers).

Register
Address

Register
Number

Description

Holding Registers (4xxxx)

1101
1102
1103
1104

1121
1122
1123
1124

1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144

41102
41103
41104
41105

41122
41123
41124
41125

41132
41133
41134
41135
41136
41137
41138
41139
41140
41141
41142
41143
41144
41145

Analog/Relay Module 1 Relay 1 State
Analog/Relay Module 1 Relay 2 State
Analog/Relay Module 2 Relay 1 State
Analog/Relay Module 2 Relay 2 State

Analog/Relay Module 1 Relay 1 Pulse Time, seconds
Analog/Relay Module 1 Relay 2 Pulse Time, seconds
Analog/Relay Module 2 Relay 1 Pulse Time, seconds
Analog/Relay Module 2 Relay 2 Pulse Time, seconds

Digital Output Module 1 Output 1 State
Digital Output Module 1 Output 2 State
Digital Output Module 1 Output 3 State
Digital Output Module 1 Output 4 State
Digital Output Module 1 Output 5 State
Digital Output Module 1 Output 6 State
Digital Output Module 1 Output 7 State
Digital Output Module 1 Output 8 State
Digital Output Module 1 Output 9 State
Digital Output Module 1 Output 10 State
Digital Output Module 1 Output 11 State
Digital Output Module 1 Output 12 State
Digital Output Module 2 Output 1 State
Digital Output Module 2 Output 2 State
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Function
Codes

03, 04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16

03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03, 04, 06, 16

03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16

Register
Type

read/write
read/write
read/write
read/write

read/write
read/write
read/write
read/write

read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write




1145
1146
1147
1148
1149
1150
1151
1152
1153
1154

2044
2045
2046
2047
2048
2049
2050
2051
2052
2053
2054
2055
2056
2057
2058
2059
2060
2061
2062
2063
2064
2065
2066
2067
2068
2069
2070
2071
2072
2073
2074
2075

41146
41147
41148
41149
41150
41151
41152
41153
41154
41155

42045
42046
42047
42048
42049
42050
42051
42052
42053
42054
42055
42056
42057
42058
42059
42060
42061
42062
42063
42064
42065
42066
42067
42068
42069
42070
42071
42072
42073
42074
42075
42076

Digital Output Module 2 Output 3 State
Digital Output Module 2 Output 4 State
Digital Output Module 2 Output 5 State
Digital Output Module 2 Output 6 State
Digital Output Module 2 Output 7 State
Digital Output Module 2 Output 8 State
Digital Output Module 2 Output 9 State
Digital Output Module 2 Output 10 State
Digital Output Module 2 Output 11 State
Digital Output Module 2 Output 12 State

Analog/Relay Module 1 Analog Output 1, microamps (pA)
Analog/Relay Module 1 Analog Output 2, microamps (LA
Analog/Relay Module 1 Analog Output 3, microamps (LA
Analog/Relay Module 1 Analog Output 4, microamps (LA
Analog/Relay Module 1 Analog Output 5, microamps (LA
Analog/Relay Module 1 Analog Output 6, microamps (LA
Analog/Relay Module 1 Analog Output 7, microamps (LA
Analog/Relay Module 1 Analog Output 8, microamps (LA

)
)
)
)
)
)
)
Analog/Relay Module 2 Analog Output 1, microamps (pA)
Analog/Relay Module 2 Analog Output 2, microamps (pA)
Analog/Relay Module 2 Analog Output 3, microamps (HA)
Analog/Relay Module 2 Analog Output 4, microamps (UA)
Analog/Relay Module 2 Analog Output 5, microamps (pA)
Analog/Relay Module 2 Analog Output 6, microamps (LA)
Analog/Relay Module 2 Analog Output 7, microamps (HA)
Analog/Relay Module 2 Analog Output 8, microamps (LA)
Analog/Relay Module 1 Analog Output 1, millivolts (mV)
Analog/Relay Module 1 Analog Output 2, millivolts (mV)
Analog/Relay Module 1 Analog Output 3, millivolts (mV)
Analog/Relay Module 1 Analog Output 4, millivolts (mV)
Analog/Relay Module 1 Analog Output 5, millivolts (mV)
Analog/Relay Module 1 Analog Output 6, millivolts (mV)
Analog/Relay Module 1 Analog Output 7, millivolts (mV)
Analog/Relay Module 1 Analog Output 8, millivolts (mV)
Analog/Relay Module 2 Analog Output 1, millivolts (mV)
Analog/Relay Module 2 Analog Output 2, millivolts (mV)
Analog/Relay Module 2 Analog Output 3, millivolts (mV)
Analog/Relay Module 2 Analog Output 4, millivolts (mV)
Analog/Relay Module 2 Analog Output 5, millivolts (mV)
Analog/Relay Module 2 Analog Output 6, millivolts (mV)
Analog/Relay Module 2 Analog Output 7, millivolts (mV)
Analog/Relay Module 2 Analog Output 8, millivolts (mV)
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03,04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03,04, 06, 16

03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03, 04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03,04, 06, 16
03, 04, 06, 16
03,04, 06, 16

read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write

read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write
read/write




To ensure environmental safety and compliance, please follow these disposal instructions for the product and
its components:

Electronic Components:

This product contains electronics must be recycled through approved e-waste recycling programs.
Electronics can contain harmful materials and should be prevented from entering landfills. Do not place
electronics in regular trash.

Metal Parts:
Any metal components can be separated and recycled through your local metal recycling facility.

Packaging Materials:
Recycle or reuse packaging materials such as cardboard or plastics, following local recycling guidelines.

For local disposal sites refer to:
o Call2Recycle (USA, Canada)
o Earth911 (USA, Canada)
o SERI (International)

In the USA or more information, visit:
o EPA’s battery disposal guide
o EPA's electronics recycling page

By following these guidelines, you help reduce waste and support environmental sustainability.
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https://www.call2recycle.org/locator/
https://search.earth911.com/
https://sustainableelectronics.org/find-an-r2-certified-facility/?type=bydetails&certificate=Active&workflow=Escrap/Recycling&process_require=&versions=All,R2:2013,R2v3&regions=&country_features=&state_features=&city_town_features=&drop_off=Yes&scope_text=&days=
https://sustainableelectronics.org/find-an-r2-certified-facility/?type=bydetails&certificate=Active&workflow=Escrap/Recycling&process_require=&versions=All,R2:2013,R2v3&regions=&country_features=&state_features=&city_town_features=&drop_off=Yes&scope_text=&days=
https://sustainableelectronics.org/find-an-r2-certified-facility/?type=bydetails&certificate=Active&workflow=Escrap/Recycling&process_require=&versions=All,R2:2013,R2v3&regions=&country_features=&state_features=&city_town_features=&drop_off=Yes&scope_text=&days=
https://sustainableelectronics.org/find-an-r2-certified-facility/?type=bydetails&certificate=Active&workflow=Escrap/Recycling&process_require=&versions=All,R2:2013,R2v3&regions=&country_features=&state_features=&city_town_features=&drop_off=Yes&scope_text=&days=

This device contains FCC ID: W8V-SFTS500, IC: 8373A-SFTS500. Changes or modifications not expressly approved by
SignalFire Telemetry, Inc could void the user's authority to
operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) this device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to
radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one of the following measures:
-- Reorient or relocate the receiving antenna.
-- Increase the separation between the equipment and receiver.
-- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
-- Consult the dealer or an experienced radio/TV technician for help.

This device has been designed to operate with the antennas listed below, and having a maximum gain of 5.8 dBi.
Antennas not included in this list or having a gain greater than 5.8 dBi are strictly prohibited for use with this device. The
required antenna impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the
equivalent isotropically radiated power (e.i.r.p.) is not more than that permitted for successful communication.

To comply with FCC's and IC's RF radiation exposure requirements, the antenna(s) used for this transmitter must be
installed such that a minimum separation distance of 20cm is maintained between the radiator (antenna) & user’'s/nearby
person’s body at all times and must not be co-located or operating in conjunction with any other antenna or transmitter.

This device complies with Industry Canada’s licence-exempt RSSs. Operation is subject to the following two conditions:(1)
This device may not cause interference; and (2) This device must accept any interference, including interference that may
cause undesired operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence.
L'exploitation est autorisée aux deux conditions suivantes : (1) I'appareil ne doit pas produire de brouillage, et (2) I'appareil
doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d'en compromettre le
fonctionnement.
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Revision | Date Changes/Updates
1.0 10/13/25 Initial release
1.1 11/26/25 | Added Modbus-RTU Client and output module support
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Technical Support 140 Locke Dr., Suite B
Marlborough, MA 01749
And Contact
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